MHdopmaumoHHas namMaTKa ans oby4varowmxcs Ana pasmMeLlleHms Ha
opmumanbHbIX UHTEpHET-pecypcax

C kaxgblM rogom Monoaexu B MHTEPHETE CTaHOBUTbLCA fonblle, a WKOMNbHMKNU OAHM U3 CaMbIX
aKTMBHbIX MoOSib30BaTenemn PyHeTa. Me>i<,1:|,y TEM, NMOMMUMO OrpoOMHOro Komnun4yecrtBa BO3MOXHOCTEWN,
WHTEPHET HeceT U I'IpO6J'IeMbI. OTa namsATKka AoimkHa Nomoyb Tebe 6Ge3onacHo HaxoaMUTLCS B CETH.

KomMnbtoTepHble BUpYChbI

KOMNblOTEPHBIA  BUPYC - OTO PasHOBUAOHOCTb KOMMBLIOTEPHbLIX MPOrpaMM, OTIUYUTENBHON
0COBEHHOCTbIO KOTOPOW ABMSIETCH CMOCOGHOCTL K pasMHOXEHUI0. B JononHeHne Kk aToMy, BUpYChI
MOTyT MOBPEAMTb WM TMOMHOCTBI YHUYTOXWUTL BCe dainbl M OaHHble, MNOAKOHTPOIbHbIE
nosnb30BaTento, OT MMEHWN KOTOPoro Obina 3anyllieHa 3apaxEéHHas nporpaMMa, a Takke noBpeanTb
UNM daxe YHUYTOXUTb OMepauMoHHY cUcTeMy co Bcemu dhainamu B uenom. B GomnblimHcTBE
Cry4aeB pacnpoCTPaHSATCS BUPYChl Yepe3 NHTEPHET.

MeToabl 3alnTbl OT BPEeOOHOCHbIX NMporpamMm:

1. cnonb3yin coBpeMeHHble OonepaumoHHble CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHDb 3aLlMTbl OT
BPEOOHOCHbIX Nporpamm;

2. [loctosHHO YycTaHaBnMBaW navytM (UMGPOBbLIE  3annaTtky, KOTOpble aBTOMATUYECKU
yCTaHaBNUBAKTCA C Lenbio JopabTku nporpammbl) U Apyrne OOHOBMNEHUS CBOEW OnepaumoHHON
cucteMbl. CkavmBam UX TONbKO ¢ odmumanbHoro cavta paspaboTtumka OC. Ecnin cylecTByeT pexunm
aBTOMaTM4eCcKOro 06HOBNEHWS, BKITHOYUM €r0;

3. PaboTain Ha CBOEM KOMMbioTEpe Mo npaBamu Monb3oBaTtens, a He agMuHucTpatopa. 3To He
NO3BONUT GOMBLUMHCTBY BPEAOHOCHBIX MPOrpamMm WMHCTaNIMpoBaTbCA Ha TBOEM MNEepCOHanbHOM
KOMMbIOTEPE;

4. Vcnonb3yh aHTMBMPYCHblE NpPOrpaMMmHble  MPOAYKTbl  W3BECTHbIX MPOU3BOAUTENEN, C
aBTOMaTU4YeCKUM obHOBrNeHnem bas;

5. OrpaHunydb nandeckmii 4OCTyN K KOMMNbIOTEPY ANA MOCTOPOHHMX NL;

6. Ncnonb3yi BHeLWHWE HocuTenu nHopMaunn, Takme Kak driewlka, AMCK unu gamn n3s MHTepHeTa,
TOSbKO U3 NpodepeHHbIX NCTOYHNKOB;

7. He oTKpbiBan koMMbOTEPHbIE haisbl, NONTyYEHHbIE N3 HEHAOEXHbBIX MICTOYHMKOB. [laxe Te cainbl,
KOTOpble Npucrnarn TBOM 3HAKOMbIW. Jlydlle yTOYHM Y HEro, OTNpaensan nu oH Tebe nx.

Cetn WI-FI

Wi-Fi - 3To He BMA nepedayn JaHHbIX, He TEXHOIOMMs!, a BCero nuub 6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackas koMmnaHus 3apeructpupoana 6peHg « WECAy, uto o6o3Havano cnosocodetaHme
«Wireless Fidelity», koTopbin nepeBoanTcs Kak «becnpoBogHasi TOHHOCTbY.

[lo Hawero BpemMeHn goluna apyras abopesmaTypa, KoTopas siBMsieTCsl Takow e TeXHorormen. 3to
abbpesunatypa «Wi-Fi». Takoe Ha3BaHue ObiNO AAaHO C HAMEKOM Ha CTaHOApT BbICLUUIA 3BYKOBOW
TexHukn Hi-Fi, 4To B nepeBoae 03HavaeT «BbICOKasi TOYHOCTbY.

Ha, OecnnaTHbIn WHTEPHET-OOCTYNn B Kade, OTensx u asponoptax sBNSeTCss OT/MYHON
BO3MOXHOCTbIO BbiXx04a B UHTEPHET. HO MHOrMe aKkcnepTbl cunTatoT, 4To obwenoctynHble Wi-Fi cetn
He aBnAtTCA 6e30nacHbIMM.

CoBeTbl No 6e3onacHocTn paboTe B obLienocTynHbix cetax Wi-fi:

1. He nepegasai cBOO NnYHY0 MHGopmaumio Yyepes obwenoctynHole Wi-Fi cetn. PaboTtas B Hux,
XenaTtenbHO He BBOAUTb Maponiv AOCTYNa, NIOrMHbI U Kakne-TO HOMepa;

2. Vicnonb3yn n 0O6HOBNAM aHTUBMPYCHbIE MporpaMmmbl U GpaHamayep. Tem cambim Tbl 06e3onacuilb
cebs OT 3aKayku BUpYca Ha TBOE YCTPOWCTBO;



3. Mpu ucnonssosaHmm Wi-Fi otkntoum cyHkumio «OBLWmi goctyn Kk dparinam v npuHtepam». JaHHas
YHKLMS 3aKpbITa N0 yMONYaHMIo, 04HaKO HEKOTOpble MONb3oBaTeNV akTUBMPYIOT €€ Ansa yaobeTaa
ncnonb3oBaHus B paboTte unu ydebe;

4. He ucnonb3yn nybnuuHbin WI-FI ana nepefayn nuyHbIX AaHHbLIX, Hanpumep ANs BbIxoAda B
coumarbHble CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. Mnonb3yn Tonbko 3awuiieHHoe coegmHeHmne Yepes HTTPS, a He HTTP, T.e. npn Habope Beb6-
agpeca BBoaM UMeHHO «https://»;

6. B mobunbHoM TenedoHe oTkmoum pyHkumio «lMogkntoveHne k Wi-Fi aBTomatmyeckm». He
Aornyckan aBToMaTUYECKOro NoakmnoYeHns yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumarnbHble CeTn akTMBHO BXOASAT B HALLY >XW3Hb, MHOTME NoAM paboTatoT M KMBYT TaM NOCTOSIHHO,
a B Facebook yxe saperMctpypoBaH mMunnuapg 4YernoBek, YTO SABMSeTcAa OOHOW cedbMOW BCeX
xXutenen nnaHeTbl. MHOrMe nonb3oBaTen He NMOHMMAIT, YTO MHOpPMaUNSA, pa3MeLLEHHAa UMK B
coumanbHbIX CETSIX, MOXET ObITb HandeHa N UCMOSb30BaHa KEM YrogHo, B TOM YMCIe He 06A3aTenbHO
¢ bnarmmm HamepeHUsIMI.

OcCHOBHbIE COBETbI N0 6€30MacHOCTU B CoLMarnbHbIX CETAX:
1. OrpaHuyb Cnucok apysein. Y Tebsa B Apy3bsaXx HE AOMMKHO ObITb CryYalHbIX U HE3HAKOMbIX NOAEN;

2. 3awmuwan cBoK YacTHyl XWU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, faTy TBOEro
POXOEHNS W ApPYrylo MUYHYHO MHGOPMaunMo. 3MOYMbILLNIEHHVKUM MOrMYT MWCMONb30oBaTh Aaxe
WMHpOpPMaLMIO O TOM, KaK Tbl U1 TBOM POAUTENN NAAHUPyeTE NPOBECTM KaHUKYIbI;

3. 3awumLlan cBOK penyTaumio - AEpPXM ee B YNCTOTE U 3adaBai cebe Bonpoc: xoTen Obl Thbl, YTOObI
Apyrue nonb3oBaTenu BUAENN, YTo Thl 3arpyxaelb? MNMogymain, npexae Yem 4To-To onyGrnkoeaTb,
HanucaTb 1 3arpy3unThb;

4. Ecnu Tbl roBopyLb C MOAbMMU, KOTOPbIX HE 3HaELLb, HE UCMOSb3YI CBOE pearibHOe UMSI U OPYryo
NMYHYIO MHOPMaLMK: UMSI, MECTO XXUTENbCTBA, MECTO y4ebbl 1 NMPoYeE;

5. N3beran pasmelueHuns botorpadun B MIHTepHeTe, rae Tbl M306paXxeH Ha MECTHOCTHU, MO KOTOPOW
MOXHO OonpenenuTb TBOE MECTOMONOXEHNE;

6. Mpu perMctpaummn B coumanbHOM ceTM HEOOXOAMMO UCMONb30BaTh CIOXHbIE NAPONu, COCTOSLLME
13 B6ykB 1 LNP U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. na coumarnsHon ceTu, MoYTLI M APYrMX CaUTOB HEOBXOOMMO MCMOMb30BaTh pasHble naponu. Toraa
€cnn Tebs B3NoMatoT, TO 3M0YMbILMIEHHUKM MOMy4YaT AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe
cpasy.

aﬂeKTDOHHbIe OEHbIn

OnNEeKTPOHHbIE AEHBbMM — 3TO OYEHb YAOGHLIN Crocob NnaTexen, OJHAKO CYLLECTBYHT MOLUEHHMKM,
KOTOpPbI€ XOTAT MOMY4YUTb 3TN AEHbIN.

OnNeKTPOHHbIE AeHbIM NOSIBUNMCH COBCEM HEaBHO M MMEHHO M3-3a 3TOrO BO MHOMMX rocyaapcTBax
[10 CMX MOpP HEe MPOMMCAaHO MPO HUX B 3aKOHaX.

B Poccuu e oHM OYHKLMOHMPYIOT U O HUX YXKe MPONUcaHo B 3aKOHe, e UX pasaensitoT Ha HECKOMbKO
BUOOB - aHOHUMHblE M HEe aHOHMMHble. PasHuLa B TOM, YTO AQHOHUMHbIE - 3TO Te, B KOTOPbIX
paspelLaeTca NpoBoaAUTb onepauuv 6e3 uaeHTUdMKauuM nonb3oBaTtens, a B HeaHOHWMHbIX
naeHTUdVKaLum Nonb3oBaTens SABnaeTcs 0693aTenbHOMN.

Takke cnegyeT pasnuyatb 3NEKTPOHHblE (braTHble AeHbIM (PaBHbI FOCYAAPCTBEHHBLIM BanoTam) u
3MNeKTPOHHble HedpraTHbIe AeHbMM (He paBHbl FOCYAapCTBEHHbIM BarnoTam).

OcHoBHbLIe coBeThbl MO 6e3onacHom pa60Te C SNNEKTPOHHbIMU OE€HbraMmu:

1. MpuBSKM K cHETY MOOUNBHLIN TenedoH. ITO cambin YyAOOHLIN U BbICTPLIN CNOCOO BOCCTAHOBUTL
[OCTyn K cyeTy. MNpmBA3aHHbIA Tened)oH NOMOXeT, ecnun 3abyaellb CBOW MNaTeXHbIA Naposb Miu
3angellb Ha canT C HE3HaKOMOro YCTPONCTBA;

2. Ncnonb3yn ogHopasoBble naponu. MNocrne nepexoga Ha yCUNEHHYO aBTopu3aumio Tebe yxe He
OyaOeT yrpoxkaTb ONacHOCTb KPaXu UNn nepexeaTta nnaTexHoro naporns;



3. Bbibepu crnioxHbIvi napons. MpecTynHukam ByaeT He NPoCTo yrafaTh CrOXHbIA Naporb. HagexHble
naponn — 3To napornu, KoTopble cogepxaT He MeHee 8 3HaKOB W BKIHOYalOT B cebsA CTPOYHbIE U
nponucHele OykBbl, UUMPLI U  HECKOMbKO CUMBOMOB, TakMe Kak 3Hak pJonnapa, ¢QyHTa,
BOCKNUMUATENbHbIVA 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAW CBOM NNYHbIE JAaHHbIE HA CanTax, KOTOPbIM HE AOBEPSELLb.
OneKTpPoHHasi NoHTa

OneKTPOoHHas Nno4YTa — 3TO TEXHONOMMSA U NPeaoCTaBNseMble €0 YCINyrv Mo NepPechINiKe 1 Nony4YeHuo
3MNEKTPOHHBIX COOBLLIEHNIA, KOTOPbIE pacnpeaenaTcsa B KOMMbOTEPHOM ceT. OBbIYHO 3NEKTPOHHbIN
MOYTOBbIN AWK BLIMMSAMT creaylowmyMm 06pa3oM: UMsi_Monb3oBaTena@uvs_aomMeHa. Takke Kpome
nepenayun NPOCTOro TeKCTa, MMeeTcs BO3MOXHOCTbL NepeaaBaTh dainbl.

OcHoBHble coBeTbl MO ©6e3onacHo paboTe C 3NEeKTPOHHOW MOYTON:

1. Hapgo BbiOpaTb NpaBuiibHbIN NOYTOBLIA cepBUC. B MHTEpHETE ecTb OFPOMHbIV BbIGOp BecnnaTHbIX
NOYTOBbLIX CEPBUCOB, OOQHAKO Ny4lle A0OBEPATb TEM, KOrO 3Haellb M KTO NEPBbLIN B PENTUHTE;

2. He vykasbiBah B JNNYHOW MOYTE IMYHYK MHGOpMaumio. Hanpumep, nydwe BbiGpaTh
«My3blKanbHbIN_haHaTt@» unmn «pok2013» BMecTo «Temal3y;

3. Wcnonb3y AByxaTanHyl aBTopu3auuio. OTO Korga MNOMMMO Naponisl HYXXHO BBOAWTL KOA,
npucbinaembin no SMS;

4. Bblbepy CnoxHbi naponb. [N Kakgoro MOYTOBOMO SILUMKA LOIMKEH ObiTb CBOWM HaOEXHbIN,
YCTONYMBLIN K B3[IOMY Naponb;

5. Ecnn ecTb BO3MOXXHOCTb HanucaTb camMmomy CBOW JTINYHbLIN BOMpPOC, I/ICI'IOJ'Ib3yI‘/'1 3TY BO3MOXHOCTb;

6. Ncnonb3yn HECKONbKO MOYTOBbLIX SAWMKOB. [lepBbld ANs 4acTHOW Mepenucku ¢ agpecatamu,
KOTOPbIM Thbl JOBEpsiElb. OTO 3NEKTPOHHLIN agpec He Hado MCMOMb30oBaTb MPU perncrpaumm Ha
dopymax 1 canTtax;

7. He oTkpbIBan hannbl U gpyrue BAOXEHWS B NUCbMax AaXke €CNu OHW NPULLNK OT TBOUX ApPY3EMn.
Jlyylle yTOYHM Y HMX, OTNPaBNANN N oHK Tebe aTn dannel;

8. Nocne okoH4aHust paboThbl Ha NOYTOBOM CEPBMCE NMepes 3aKkpbITUEM BKMadKM C CanToM He 3abyadb
HaXkaTb Ha «BbInTU».

KnbepbynnuHr nnm BupTyasnbHOe U3geBaTenbCTBO

KnbepbynnuHr — npecnegoBaHve COOOLEHMAMK, coAepXaliumu OCKOpOneHus, arpeccuio,
3anyrmBaHue; XyrnuraHcTBO; couuanbHoe OOMKOTMPOBaHME C MOMOLLLID Pa3fUYHbIX WUHTEPHET-
CEpPBUCOB.

OcHoBHbIe coBeThl M0 6opbbe ¢ knbepOynnnHrom:

1. He Gpocaiica B 6on. Jlyuwmii cnocob: nocoBeToBaThbCA Kak cebsa BECTU U, €CNN HET TOro, K KOMY
MOXHO 0DpaTuTbCH, TO BHayane ycrnokouTbcs. Ecnu Tbl HayHelwb oTBeYaTb OCKOPONEHUSMU Ha
OCKOPONEHNS!, TO TONBLKO ellie Dorblue pas3oxokellb KOHQIUKT;

2. YnpaBnsau cBoew knbeppenyTtauuen;

3. AHOHMMHOCTbL B CETU MHUMaS. CyU.I,GCTByI-OT Ccnocobbl BbISICHUTb, KTO CTOUT 33 aHOHMMHbIM
aKKayHTOM;

4. He cTOMT BECTU XynUraHcknii ob6pas BUpTYyarnbHOW Xn3Hu. MIHTepHeT mkcmpyeT BCe TBOM AEACTBUS
W COXpaH{AEeT nx. YoanuTtb ux bygeT kpariHe 3aTpyAHUTENbHO;

5. Cobnitogan cBov BUPTYanbHY YeCTb CMOSOAY;

6. WrHopupyn eguHu4YHbIi HeratwuB. OOHOpPa3oBble OCKOPOUTENbHbIE COOOLLEHMS  nydlle
urHopmposaTb. OBObIYHO arpeccus NpekpaLlaeTcsi Ha HayanbHOM CTaauu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOBLLIEHUSIMI, B COLMATbHbIX CETSAX €CTb
BO3MOXHOCTb GITOKMPOBKM OTNPaBKX COOOLLIEHWIA C ONpeaerneHHbIX aapecoB;

8. Ecnn Tbl cBuaeTenb kubepObynnuHra. TBoM OENCTBMA: BbICTYNUTb MPOTUB MpecrnefoBaTtens,
nokasatb emy, YTO ero AenCTBUS OLEHMBAIKOTCS HeraTUMBHO, MoAAepXKaTb XepTBY, KOTOPOM HyXHa
ncuxorsiornyeckasi NOMOLLb, COOBLLMTL B3POCNbIM O hakTe arpeCcCUBHOMO NOBEAEHUS B CETH.



MobunbHbI TenedoH

CoBpemeHHble cMapTGOHbI M NaHLWeThl cogepXaT B cebe BnonHe B3pocnbi pyHKUMOHAnM, 1 Tenepb
OHM MOTYT KOHKYpMpOBaTb CO CTauWOHapHbIMW KommbtoTepamn. OpHako, CpeacTB 3aluTbl Ans
noaoOHbIX YCTPONCTB NoKa O4eHb Mano. TeCTUpOBaHME M MOUCK YA3BMMOCTEN B HUX MNPOMCXOOUT HE
Tak MHTEHCUBHO, Kak ans MK, To ke camoe KacaeTcs N MOOUIbHbBIX NPUNOXKEHWNIA.

COBpeMeHHbIe MOOMNbHbIE 6pay3epb| yXe npakTtnd4eckn porHann HacToJibHbl€ aHalorun, ogHako
pacmnpeHmne (byHKLI,VIOHaJ'Ia Bne4eT 3a cobon 6OJ'IbLuyIO CITOXHOCTb 1 MEeHbLUYH 3alLLEHHOCTb.

[laneko He Bce NPOM3BOANTENM BbIMYCKaOT OOHOBMNEHMS, 3aKPbIBAOLLNE KPUTUHECKME YA3BUMOCTM
AJ151 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOMNBHOIO TeJ'IeC*)OHaI

1. Huuero He saBnsetca no-HacToswemy OecnnaTHbiM. Bbyab ocTopoxeH, Beab korga Tebe
npeanaralT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbIThI KakMe-TO nnaTHbIe YCIyru;

2. Oyman, npexae 4em otnpaButb SMS, ¢oTo mnu Buaeo. Tbl TOYHO 3Haellb, rae OoHu OyayT B
KOHEYHOM uTore?

3. Heo6xoamMmo 06HOBNATL ONEpPaLMOHHY0 CUCTEMY TBOEro CMapT(OHa;
4. Vicnonb3yn aHTUBUPYCHbIE NPOrpaMMbl Ans MOOUNBHBLIX TENE(OHOB;

5. He 3arpyai npunoxeHnsi OT HEM3BECTHOIO UCTOYHWKA, BEb OHW MOTYT codepXaTb BPeAOHOCHOE
nporpammMmHoe obecneyeHue;

6. lNMocne Toro kak Tbl BbliAelWb C canTa, rae BBOAMM NUYHYIO MHAOpMaUnio, 3anan B HAaCTPONKK
Opay3sepa u yganu cookies;

7. Mepuoaunyeckn NpoBepsii Kakne NraTHbIe YCyrn akTUBMPOBaHbI HA TBOEM HOMEPE;

8. [aan cBOM HOMep MOOMMbHOro TenedoHa TOMbKO JOAAM, KOTOPbIX Thbl 3HAELWb WM KOMY
[oBepseLlb;

9. Bluetooth gomxeH ObITb BbIKITHOYEH, KOrga Thl UM HE NoNb3yellbes. He 3abbiBar nHorga npoBepsiTh
aTo.

Online urpebl

CoBpeMeHHbIe OHMaH-Urpbl - 3TO KpPaco4Hble, 3axBaTbiBaloLlMe pa3BriedeHusi, oGbeanHsoLme
COTHW TbICSIY YENOBEK N0 BcemMy Mupy. rpoku nccneaytoT AaHHbI MM MUP, OBLLaoTCs APYr C APYroMm,
BbIMOJHSAOT 3aaHUsi, CPaXKatoTCs C MOHCTPaMU U MOMy4aloT OnbIT. 3a YA0BONbCTBME OHU NNaTAT:
MoKynatT AMCK, OnfaYnBatoT aboHeMEHT UK NPMOBpPEeTaloT Kakmne-To ONLUN.

Bce atn cpeactBa uayT Ha noadepkaHue M pasBUTUE UIpbl, a Takke Ha camy GesonacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPM3aLIMK, BbIMYCKAOTCS HOBble NaTyM (UMdpoBbIe 3annaTki Ans
nporpamm), 3aKpbiBatoTCs YSA3BUMOCTY CEPBEPOB.

B nopo6HbIX Mrpax CTOMT onacaTbCs He CTONBbKO CBOMX COMEPHUKOB, CKOMbKO KPaXku TBOErO Nnaporns,
Ha KOTOPOM OCHOBaHa cUCTEMa aBTopu3aLuy GONbLUMHCTBA Urp.

OcHoBHble coBeTbI MO 6€30MacHOCTN TBOEro MrpoBOro akkayHTa:

1. Ecnu gpyroi urpok BegeT cebs Moxo unu co3gaeT Tebe HeNpUATHOCTM, 3a0MOKUPYI ero B Crncke
UIPOKOB;

2. I'I0>Kany|7|c;| aAOMUHUCTPATOpPaM Urpbl Ha NJ10Xoe noBeaeHne 3Toro Urpoka, >KenatesibHO NPUNoXnTb
KakKune-T1o AoKa3aTtesibCTBa B BMAe CKPUHOB;

3. He ykasbiBan nuyHy0 nHdopmaumio B npodanne urpsbl;
4. YBaxan Opyrux y4acTHUKOB No urpe;

5. He yctaHaBnuBan HeodmumanbHble Natin u MOAbl;

6. Micnonb3ayi CNoXxHble N pasHble Naponu;

7. Daxe BO BpeMs Urpbl HE CTOUT OTKMOYaTb aHTUBMPYC. oKa Tbl Urpaellb, TBOW KOMMbIOTEP MOTYT
3apasuTb.

OULLNHT nnn KpaXa JIMYHbIX OaHHbIX



OObI4HON Kpaxkeln AeHEer U JOKYMEHTOB CEroAHs y>Ke HUKOro He YAMBULLb, HO C Pa3BUTUEM MHTEPHET-
TEXHOMOTMNM  3MOYMBILUNEHHMKN NEPEMECTUNINCE B  MHTEPHET, W MPOAOIDKAKT  3aHUMMATbCS
«IOOUMbIM» OENOM.

Tak nosBMnacb HoBas yrpo3a: MHTEePHET-MOLUEHHMYEeCTBa MM OULLMHF, rNaBHas Uenb KOTOpOro
COCTOUT B MNOMYyYEeHUM KOH(PMAEHUMAnbHLIX AaHHbIX nofb3oBaTenen — forMHoB K naponen. Ha
aHrnunckoMm A3bike phishing unMtaetca kak dumwmHr (ot fishing — pbibHaa nosnga, password —
naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegm 3a cBouMM akkayHToM. Ecnu Tbl nogospeBaellb, YTO TBOS aHKeTa Obina B3nomaHa, To
Heobxoaumo 3abnokMpoBaTh ee U CooOLNTbL aAMUHUCTpaTopaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yn 6e3onacHble BeG-calTbl, B TOM YUCHE, UHTEPHET-Mara3nHoOB 1 MOUCKOBbIX CUCTEM;

3. Vcnonb3yn cnoxHole K pasHble naponu. Takum obpa3om, ecnu Teba B3nOMakT, TO
3M10YMbILUMNEHHWKM NOMy4YaT OOCTYN TOMbKO K OAHOMY TBOEMY NMPOdunIo B CETU, @ HE KO BCEM,;

4. Ecnu Tebsa B3nomanu, To Heo6XoAMMO NpeaynpeauTb BCEX CBOUX 3HAKOMbIX, KOTOpble A0GaBMneHbI
y Te6s1 B OpYy3bsX, O TOM, YTO Tebs B3roManu 1, BO3MOXHO, OT TBOEro UMeHu ByaeT pacchinaTbes
cram U CCbINKM Ha PULLIMHIOBLIE CalThbl;

5. YctaHoBu HagexHbiI naponb (PIN) Ha MOGUNBHBIN TeNedOoH;
6. OTknNo4YmM coxpaHeHne napons B bpaysepe;

7. He oTkpbiBan hannbl U Apyrve BOXeEHUS B NMUCbMaXx Aaxe eCnu OHW NPULLNKN OT TBOUX OpY3eMn.
Jlyylie yTOYHM y HUX, OTNPaBNANn N oHn Tebe aTn channel.

Lindposas penyrauus

UndpoBas penytaumsa - 3TO HeraTMBHasi WM MO3UTMBHAA WHQopMauuss B ceTu o Tebe.
KomnpomeTupytowias uHpopMauma pasmelleHHas B WHTEPHETE MOXET Cepbe3HbiM 06pa3om
OTpa3nTbCA Ha TBOeW peanbHOW Xu3Hu. «LlncbpoBasa penytauma» - 3TO0 TBOM UMMAXK, KOTOPbINA
dopmupyeTca n3 nHpopmauum o Tebe B MHTEPHETE.

TBOoe MecTo XWUTenbcTBa, y4ebbl, TBOe (PMHAHCOBOE MONOXeHMe, OCOBEHHOCTU XxapakTepa WU
pacckasbl 0 6rn3KMX - BCe 3TO HaKannmnBaeTcsl B CETU.

MHorme nogpoCTKkM NErKOMbICITIEHHO OTHOCATCS K MyOnMKauum iM4Hom nHgopmauum B VIHTepHeTe, He
NOHMMasi BO3MOXHbIX MOCMNEACTBMI. Thbl JaXe HEe CMOXEeLb AoragatbCa O TOM, 4To dhoTorpadus,
pasmeLLeHHas 5 neT Hasag, cTana npMyYnHOM OTKa3a NpUHATL Tebsa Ha paboTy.

KommeHTapuun, pasmeLlleHne TBomx dpotorpadui n gpyrme A4eNCcTBUs MOryT HE UCHE3HYTh AaXe nocre
TOro, Kak Tbl UX ydanuwb. Tbl HE 3Haelb, KTO COXpaHwui 3Ty uHdopmaumio, nonana fnM oHa B
NMOWCKOBbLIE CUCTEMBI M COXPaHUach N OHa, a rMaBHOE: YTO NOAYMAalOT O Tebe OKpyXatoLlee nau,
KOTOpble HangyT u yBuaAT 3T10. Haitu nHdopmaumio MHOro fieT CnycTsl CMoXeT foboi - Kak 13
[00pbIX NOBYXAEHUI, Tak U C HAMEPEHUEM NPUYNHUTE Bpes. ITO MOXET ObITb KTO YrogHo.

OcCHOBHbIE COBETHI MO 3aLumTe UncpoBoM penyTaumm:
1. Mogyman, npexae Yem 4To-To NyGrMKoBaTh N NepefaBaTth y cebs B 6riore unuv B coumarnbHOM ceTu;

2. B Hactpowkax npoduns yCTaHOBW OrpaHUYEHMs Ha NPOCMOTP TBOero npodmna u ero
COOep>XUMOro, caenan ero Tonbko «Ans Apy3eny;

3. He pasmellar u He ykasbiBar MHGOpMaLmio, KoTopas MOXET KOro-nmbdo ockoponsTe Unm obuxatb.
ABTOpCKOE NpaBo

CoBpeMeHHbIe LLKONbHUKN- aKTMBHbIE NONb30BaTENWN LMGPOBOro NpocTpaHcTea. OgHako Aaneko He
BCE 3Hat0T, YTO NOSb30BaHNE MHOMMMM BO3MOXHOCTSIMM LiMcppoBOro Mupa TpebyeT cobnogeHns npas
Ha MHTeNMeKTyanbHyl cObCTBEHHOCTb.

TepMI/IH «MHTenneKkTyanbHasa COBCTBEHHOCTb» OTHOCUTCS K pa3nn4HbIM TBOPEHUAM YeroBe4vYeCKoro
ymMa, Ha4dnHad C HOBbIX I/I306peTeHVII7I 1 3HaKoB, 0603Haqarou_u/|x cobCTBEHHOCTb Ha NPOAYKTbI U yCnyru
, N 3aKaH4YnBad KHUramu, d)OTOFpa(*)VIFIMM, KVIHO(bVIJ'IbMaMVI N MYy3blKaribHbIMW NPON3BEOEHUAMN.

ABTOpCKVIe npaea - 3TO NpaBa Ha WHTEJNNIEKTyallbHYIO COBCTBEHHOCTL Ha npon3seneHna Haykm,
nnTepatypbl U UCKyCCTBa. ABTOpCKVIe npaBa BbICTYNakOT B KadeCTtBe rapaHTum TOro, 41O



WHTENMNeKTyanbHbI/TBOPYECKMIA TPy aBTopa He OydeT HanpacHbiM, OacT emy crnpaBeanvBble
BO3MOXHOCTW 3apaboTaTb Ha peaynbTaTax CBOEro Tpyda, MONyYyuMTb M3BECTHOCTb WM MPU3HaHUE.
Hukto Ge3 paspelleHns aBTopa He MOXET BOCMPOU3BOAUTL €ro Npou3BeneHne, PacrnpoCTPaHsTh,
nyorn1yHo 4eMOHCTPUPOBAaTh, NPOoAaBaTh, UMMNOPTUPOBaTb, MyckaTb B NpoKaT, Ny6rMYHO UCTIONHSATD,
nokasblBaTb/VCNOMHATL B 3dupe unn pasmellatb B IHTepHeTe.

WMcnonb3oBaHWe «nNMpaTckoro» NporpaMMHoro obecneveHnst MoXXeT NPUBECTU K MHOTUM pUCKaMm: OT
noTepy AaHHbIX K TBOUM akkayHTaM [0 GroKMpOBKM TBOEro YCTPOWCTBA, rAe YCTaHOBMEHHbI He
neranbHasi nporpamma. He ctout Takke 3abblBaTb, YTO CyLlECTBYeT neranbHble M GecnnaTtHble
nporpaMmbl, KOTOPbIE MOXHO HalTU B CETW.

O noptane

CeTeBUYOK.pd - TBOW IMaBHbIA COBETYMK B CETU. 30€Cb Thl MOXELLUb Y3HATbL O 6E30MacHOCTM B CETU
MOHSATHBIM W LOOCTYMHbLIM S3bIKOM, @ MPU BO3HUMKHOBEHUM KPUTUYECKOW CUTyauum obpatuTbCs 3a
CcOBETOM. A TaKKe NPUHATb y4acTue B KOHKYpCax U CTaTb CaMbiM LIMPPOBLIM rpaxaaHnHOM!





